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Portnox Integration Guide

This document guides you step by step how to configure your VPN environment using Portnox CLEAR to
enable secure and trusted cloud-based RADIUS access with an optional push-to-access MFA.

Before configuring VPN authentication, you need to verify the following:

1) Verify your organization is registered on Portnox CLEAR Cloud Services:
2) Inthe CLEAR portal, go to Settings > Services and expand CLEAR RADIUS Service. Then:

a. If the Enable Cloud RADIUS checkbox is not checked, click Edit and check the Enable Cloud
RADIUS checkbox.

b. Note the RADIUS server details which you will need when configuring VPN access:
e Cloud RADIUS IP — this is the IP address of the CLEAR RADIUS server
e Authentication port
e Accounting port
e Shared Secret — this is the RADIUS client shared secret

3) Inthe CLEAR portal, go to Settings > Groups and create a group for VPN users, or edit an existing
one. In the group settings > VPN Access select the following:

e Allowed authentication type = credentials.
e (optional) Multi-Factor Authentication = push-to-access on mobile only.
Note, MFA on mobile devices require AgentP to be enrolled on the mobile device.

e Forimplementation with AgentP, check the: validate risk score for all managed devices.
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Configuring Check Point SSL VPN

In the following steps, we configure the VPN authentication to be secured and protected based on RADIUS
authentication. The following steps should be performed in the Check Point console.

1) Add custom Radius Service:

Check Point
nartConsole
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The Remote Authentication Dial In User Service (RADIUS) is an
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service.
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. i None Match By
- port | N -port 12345 | @
&= Radius e

+ Protocol Signature is disabled @

. : ~
= :
@ Add Tag &4 Radius

& Add Tag

1 item available

OK Cancer’ r. g OK ‘ ‘ Cancel




Portnox

Integration Guide

2) Create RADIUS server object to match Portnox CLEAR RADIUS details (Cloud RADIUS IP - > Host,

Authentication port ->Service, Shared Secret)

3) Configure Protocol to MS-CHAP v2 and click OK.

RADIUS Server Properties - Production_Cloud

General  Accounting

MName: | Production_Cloud |
Commert: | |
Calor: |. Pink v|
Host: |E|_ Production_ Mew...

Service: |E Rad-Centraal_Production_Po v|

Shared Secret: |uuu |

Version: RADIUS Ver. 2.0 Compatible w

Protocal: MS-CHAP w2 e

Priority: 1 = (1is highest)

Cancel
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4) Open Checkpoint Gateway object
5) Verify Mobile Access is enabled

Check Point Gateway - gw-99%2df

MNetwork Securty (3} Management (4)
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Firewall [ Application C
~FHPIec¥PN- [JURL Filtering
[ Policy Server [JData Loss Pr
1 Mobile Access [J Threat Emulz
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[ Anti-Bot ® Dynamic
[] Anti-Virus © Securexl
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Email Security [Jaes

- General Properties Check Point G - G 1 P
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- NAT Machine
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- HTTP/HTTPS Proxy
- Platform Portal IPv4 Address: |192.168.77.24 Resolve from Name
- IPSec VPN
- VPN Clierts IPvE Address: | |
- Mobile Access Comment |
- Logs
- Optimizations
- Hit Count Secure Intemal Communication
- Cther Communication... | Cerficate State: | Trust established Test SIC Status..
Platform
Hardware: | Open server ~ | Version: | R77.20 05:|Gaia || Get
Software Blades
Network Security Blades: | 5G103 e Management Blades:  SM1003 ~

Identity Awareness

Provides user and machine visibility
across software blades. Enables the
creation of identity-based access
policies for application and resource

More Info RS
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6) Under 'Mobile Access' - enable '"Web - SSL VPN with web browsers'

Check Peant Gateway - gw-3992df 7 =
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7) Under 'Mobile Access Authentication' — Choose RADIUS authentication method and point to
Portnox CLEAR RADIUS object created earlier.

Check Point Gateway - guw-5992df T >
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For successful VPN authentication using Portnox CLEAR RADIUS, users are required to provide their
username + password:

o This system is for authorized use only.

Username: test

Password: seernnanne

LOGIN >

For successful VPN authentication using Portnox CLEAR RADIUS and push-to-access MFA, users are required
to provide their username + password and allow the push notification on their mobile device:

portnox-

o This system is for authorized use only. N Ew SIGN IN
Your device attempted to access the
corporate network. Please confirm,

Username: test

T — portnox2

Aug 14, 2020 | 227 PM

LOGIN >




