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Introduction 
This document guides you step by step how to configure your VPN environment using Portnox CLEAR to 

enable secure and trusted cloud-based RADIUS access with an optional push-to-access MFA.  

Preliminary Actions 
Before configuring VPN authentication, you need to verify the following: 

1) Verify your organization is registered on Portnox CLEAR Cloud Services: https://clear.portnox.com/ 

2) In the CLEAR portal, go to Settings > Services and expand CLEAR RADIUS Service. Then: 

a. If the Enable Cloud RADIUS checkbox is not checked, click Edit and check the Enable Cloud 

RADIUS checkbox. 

b. Note the RADIUS server details which you will need when configuring VPN access: 

• Cloud RADIUS IP – this is the IP address of the CLEAR RADIUS server 

• Authentication port 

• Accounting port 

• Shared Secret – this is the RADIUS client shared secret 

3) In the CLEAR portal, go to Settings > Groups and create a group for VPN users, or edit an existing 

one. In the group settings > VPN Access select the following: 

• Allowed authentication type = credentials. 

• (optional) Multi-Factor Authentication = push-to-access on mobile only. 

Note, MFA on mobile devices require AgentP to be enrolled on the mobile device. 

• For implementation with AgentP, check the: validate risk score for all managed devices. 
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Configuring Cisco ASA VPN 
In the following steps, we configure the VPN authentication to be secured and protected based on RADIUS 

authentication. The following steps should be performed in the Cisco ASA console.  

Step 1 - Creating a RADIUS Authentication Server 

1) Create a RADIUS server group by navigating to Configuration > Remote Access VPN > AAA/Local 

Users > AAA Server Groups and clicking Add. 
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2) In the Add AAA Server Group window that appears: 

a. Specify a name for the AAA Server Group. 

b. In Protocol select RADIUS. 

c. Enter a Realm-id. 
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3) Select the AAA server group you created, and in the Servers in the Selected Group section, click 

Add. 
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4) In the Edit AAA Server window that appears: 

a. Enter the following CLEAR RADIUS server details, which you noted in Preliminary Actions, 

step 2(b): 

• In Server Name or IP Address, enter the Cloud RADIUS IP. 

• In Server Authentication port, enter the Authentication port. 

• In Server Accounting port, enter the Accounting port. 

• In Server Secret Key, enter the Shared Secret. 

b. Update the Timeout to 30 seconds. 

c. Verify that the Microsoft CHAPv2 Capable checkbox is checked. 

d. Click OK. 
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Step 2 - Configuring the VPN connection profile 

1) Navigate to Configuration > Remote Access VPN > Network (Client) Access > AnyConnect 

Connection Profiles, and in the Connection Profiles section click Add. 
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2) In the Edit AnyConnect Connection Profile window that appears: 

a. In the Basic tab: 

• Specify a Name for the connection profile. 

• Specify Aliases for the connection profile. 

• Select the AAA server group that was created in Step 1). 

• Select Client Address Pools. 

• Check the Enable SSL VPN client protocol checkbox. 

• Specify DNS servers. 

• Specify Domain Name. 

 



 

 9 

Portnox Integration Guide 

b. In the Advanced tab: 

• Check the Enable password management checkbox. 

 

c. Click Apply. 
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3) Verify that: 

a. In the Access Interfaces section, the Enable Cisco AnyConnect VPN Client access on the 

interface selected in the table below checkbox is checked. 

b. In the Login Page Settings section, the Allow user to select connection profile on the login 

page checkbox is checked. 
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Instructions for Supplying VPN Credentials 
 

Supplying VPN Credentials without MFA 

For successful VPN authentication using Portnox CLEAR RADIUS, users are required to provide their 

username + password: 

 

 

Supplying VPN Credentials with push-to-access MFA 

For successful VPN authentication using Portnox CLEAR RADIUS and push-to-access MFA, users are required 

to provide their username + password and allow the push notification on their mobile device: 

 

                                      

 


