hGuard

&
atc

INTEGRATION GUIDE



Portnox Integration Guide

Introduction

This document guides you step by step how to configure your VPN environment using Portnox CLEAR to
enable secure and trusted cloud-based RADIUS access with an optional push-to-access MFA.

Preliminary Actions

Before configuring VPN authentication, you need to verify the following:

1) Verify your organization is registered on Portnox CLEAR Cloud Services: https://clear.portnox.com/
2) Inthe CLEAR portal, go to Settings > Services and expand CLEAR RADIUS Service. Then:
a. Ifthe Enable Cloud RADIUS checkbox is not checked, click Edit and check the Enable Cloud
RADIUS checkbox
b. Note the RADIUS server details which you will need when configuring VPN access:
e Cloud RADIUS IP - this is the IP address of the CLEAR RADIUS server
e Authentication port
e Shared Secret - this is the RADIUS client shared secret

3) Inthe CLEAR portal, go to Settings > Groups and create a group for VPN users, or edit an existing
one. In the group settings > VPN Access select the following:

e Allowed authentication type = credentials.
e (optional) Multi-Factor Authentication = push-to-access on mobile only.
Note, MFA on mobile devices require AgentP to be enrolled on the mobile device.

e Forimplementation with AgentP, check the: validate risk score for all managed devices.
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Configuring WatchGuard VPN

In the following steps, we configure the VPN authentication to be secured and protected based on RADIUS
authentication. The following steps should be performed in the WatchGuard web interface.

Step 1 - Creating a RADIUS Authentication Server

1) Create a RADIUS authentication server by navigating to Authentication > Servers > RADIUS.
In the RADIUS Server window that appears:
a. Check the Enable RADIUS Server check box.
b. Enter the following CLEAR RADIUS server details, which you noted in Preliminary Actions,
step 2(b):
e In IP Address, enter the Cloud RADIUS IP.
e In Port, enter the Authentication port.
e In Passphrase, enter the Shared Secret.
c. SetTimeout to 30 (seconds).
d. Click Save.
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Step 2 - Configuring the VPN connection mode

You can configure either of the following two VPN connection modes: L2TP VPN or SSL VPN.

Configuring L2TP VPN

1) Navigate to VPN > Mobile VPN with L2TP and click Configure.

2) Check the Activate Mobile VPN with L2TP check box.

3) Inthe Network tab, add the desired Virtual IP Address Pool.
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4) Inthe Authentication tab:
a. Select RADIUS as the Authentication Server.

Mobite VPN with L2TP

Mobile VPN with L2TP
When you activate Mobile VPN with L2TP, the "L2TP-Users" group and the "WatchGuard L2TP"

¥ Activate Mobile VPN with L2TP

Authentication IPSec Maobile Clients l

Authentication Server Settings

Select one or more authentication servers which can be used to authenticate L2TP users. The f
configure additional authentication servers, click 'Configure’,

SELECT * l AUTHENTICATION SERVER
2 RADIUS (Default)
o Firebox-DB

MAKE DEFAULT

Authentication Users and Groups
Define users and groups to use in policies and aliases. Make sure the user or group name you

NAME * TYPE

L2TP-Users Group

‘ ADD ‘ REMOVE

B o

b. Make sure the Name of the VPN authentication group listed in WatchGuard, is identical to
the VPN authentication group’s name in the CLEAR portal (which you noted in Preliminary
Actions, step (4)).

For example:
Authentication Users and Groups
Define users and groups to use in policies and aliases. Make sure the useror gr
L2TP-USERS
~ NAME * LVEES
L2TP-Users Group

l ADD ’ REMOVE

CLEAR L2TP VPN group WatchGuard L2TP VPN group
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5) Inthe IPSec tab, check the Enable IPSec check box and configure the following:
a. InPhase 1 Settings tab:
o Select Use Pre-shared key and enter the key that will be used for the L2TP
connection.
e Select at least one Phase 1 transform.

Mobile VPN with L2TP

Mobile VPN with L2TP
When you activate Mobile VPN with L2TP, the "L2TP-Users" group and the "WatchGuard L2TP" policy are created to allow
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b. In Phase 2 Settings tab, select at least one Phase 2 IPSec proposals.

Mobile VPN with L2TP

Mobile VPN with L2TP
When you activate Mobile VPN with L2TP, the "L2TP-Users" group and the "WatchGuard L2TP" policy are created
@ Activate Mobile VPN with L2TP

Network Authentication IPSec Mobile Clients

@ Enable IPSec

Phase 1 Settings Phase 2 Settings

Perfect Forward Secrecy

[0 Enable Perfect Forward Secrecy Diffie-Hellman Group 1 v

IPSec Proposals
PHASE 2 PROPOSALS *
ESP-AES-SHA1

ESP-3DES-SHA1

ESP-AES-SHA1 v | ADD REMOVE MOVE UP MOVE DOWN

e

6) Click save.
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Configuring SSL VPN

1) Navigate to VPN > Mobile VPN with SSL and check the Activate Mobile VPN with SSL check box.
2) In General tab, select the Primary IP address or domain name for SSL users to connect to.
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3) Inthe Authentication tab:

a. Select Radius as the Authentication Server.

Mobile VPN with 55L
When you activate Mobile VPN with SSL, the "SSLVPN-Users" group and the "WatchGuard SSLVPN" policy are cre
@ Activate Mobile VPN with SSL

General

Authentication Server Settings

Select one or more authentication servers. The first server in the list is the default authentication server.

SELECT | AUTHENTICATION SERVER
=l RADIUS (Default)
@ Firebox-DB

DEFAULT

[CJ Auto reconnect after a connection is lost
Force users to authenticate after a connection is lost
[CJ Allow the Mobile VPN with SSL client to remember password

Define users and groups to authenticate with Mobile VPN with SSL. The users and groups you define are autom

] | NAME TYPE
[] SSLVPN-Users Group

ADD REMOVE

4)

b. Make sure the Name of the VPN authentication group listed in WatchGuard, is identical to the
VPN authentication group’s name in the CLEAR portal (which you noted in Preliminary Actions,

step (4)).
For example:
Define users and groups to authenticate with Mobile VPN with SSL. JThe
SSLWPN-USERS | | NAME

[] SSLVPN-Users

ADD REMOVE

CLEAR SSL VPN group WatchGuard SSL VPN group

Click save.
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Instructions for Supplying VPN Credentials

Supplying VPN Credentials without MFA

For successful VPN authentication using Portnox CLEAR RADIUS, users are required to provide their
username + password:

W’ WatchGuard Mobile VPN with SSL X
WatchGuard
Firebox SSL
Server: |test.local j

User name: |Jsername

Password: Im-nﬂ

Connect | Cancel I

Version 11.11.1 (Build 503995)

Supplying VPN Credentials with push-to-access MFA

For successful VPN authentication using Portnox CLEAR RADIUS and push-to-access MFA, users are required
to provide their username + password and allow the push notification on their mobile device:

porfnox-

W’ WatchGuard Mobile VPN with SSL % NEW SIGN IN
WatohGuard Your device attempted to access the
Fa & ua'b SS L corporate network. Please confirm.
Server: [test.local LI portnox2

T Do ———>
Password: |m*ﬂ* Aug 14, 2020 | 3:27 PM

Connect I Cancel |

Version 11.11.1 (Build 503995) @ DENY @ ALLOW
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